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Shaw Pick on the Army’s Wired Generation
Part II: Lessons Learned
by Sydney J. Freedberg Jr.

www.LearningFromVeterans.com

The following analysis is based on an interview with Major Shaw Pick, a computer and
communications expert who has served 14 years in the Army and four tours in Iraq. Part
I, an extended account of Major Pick’s experiences in his own words, is available online
at www.LearningFromVeterans.com, along with other first-person accounts and the
accompanying analyses.

Lesson #1: Bridge the military’s internal generation gap

Anybody who came in the Army after 2002 or ’03, they’ve known nothing but this
current global war on terror. That’s all these kids know. It’s the most seasoned combat
force that we’ve had since World War II, [but] as I heard one colonel put it, “They’re an
inch wide but a mile deep.”

– Major Shaw Pick, U.S. Army Signal Corps

There is a generation gap in America’s military.
On one side stand the young officers and enlisted men who joined the armed

forces after September 11, 2001. Except for the most junior among them, they were born
in the eighties and grew up in the nineties with personal computers, cell phones, and the
internet. For them, digital technology is second nature and guerrilla warfare is a fact of
life. Their entire careers – indeed, their adult lives – have been dominated by the life-and-
death demands of Afghanistan and Iraq.

On the other side stand the more senior officers and sergeants who began their
careers before 9/11. Most were born in the seventies and entered the armed services in the
nineties, at a time of tremendous uncertainty about the U.S. military’s post-Cold War
role. They encountered digital technology and counterinsurgency as adults, after training
for years on analog equipment and in conventional warfare.

Both generations have adapted to this difficult decade, but in different ways. The
younger servicemembers have had less to unlearn. The older troops have had a harder
time – but they also have a broader perspective. They have a lot to teach each other. That
happens naturally, to an extent, in combat units, where senior officers have always been
expected to mentor their juniors. But the military’s extensive system of continuing
education is strictly segmented by rank, with different programs, often at different bases,
for lieutenants, captains, majors, and colonels. There need to be more opportunities for
juniors and seniors to talk in an academic setting, where deference to rank and the
pressing demands of current operations give way to the free and unhurried exchange of
ideas. Only then can we blend the best of both generations.

First, the U.S. military must institutionalize the lessons learned since 9/11. That
means paying special attention to the bottom-up innovations of younger servicemembers,
which are all too easily overlooked in a hierarchical and bureaucratic institution. The
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Army and Marine Corps in particular have made great progress, most dramatically with
the publication of their counterinsurgency field manual in 2006. But many of the best
ideas are still transmitted only as a kind of electronic oral tradition, either on informal,
online discussion boards or in emails from one young officer to another.

At the same time, the armed services need to prepare the younger generation for a
wider range of operations. That means training them for scenarios like missile defense,
fighting enemy tanks, and rapid deployment overseas, all of which were deemphasized
for a decade but which the older generation practiced extensively in the 1990s. The elders
also need to teach young troops to operate without the current panoply of digital systems
in case a future enemy is technologically savvy enough to shut them down.

Lesson #2: We must train to operate without high-tech networks

I just hope we don’t atrophy in some of the basic skills. Take away my GPS, I’ve
got to read a map. Countries like China, North Korea, Iran, everybody knows that
they’ve got electronic warfare capabilities, and jamming signals is not hard. There’s a
lot of stuff you can get at Radio Shack to jam a GPS signal.

– Maj. Pick

In World War II, the American advantage was mass production. Since the end of
the Cold War, it has been information technology. What some analysts call a “military
revolution” began in the 1991 Gulf War with a relatively small number of smart bombs.
Since then, the armed forces have employed ever-greater numbers of precision-guided
weapons, computer networks, and communications satellites. Above all, the Global
Position System (GPS) has become essential to both airstrikes and overland navigation.

But a technologically savvy enemy could take all these electronic assets away.
Since the fall of the Soviet Union, the U.S. has had the luxury of employing a high-tech
arsenal against low-tech foes. Even so, terrorists and insurgents have shown remarkable
ingenuity with what off-the-shelf technology they had, improvising remote-controlled
explosives as roadside bombs, videotaping attacks to put propaganda videos online, and
using internet chat rooms and disposable cell phones to communicate with each other
with less chance of being intercepted. An adversary with more resources could do much
more damage.

For example, there are at least four ways to deny American access to GPS:
1) electronic warfare: Old-school jamming would simply require pumping so

much static in the radio spectrum that GPS signals can’t get through. GPS signals are
actually weak enough that a commercial broadband network now in testing, called
LightSquared, may jam GPS receivers inadvertently.

2) cyber warfare: Hackers have already compromised some Defense Department
systems. It would be harder but by no means impossible to break into GPS or even
military networks used in the field to distort or disrupt the flow of GPS data.

3) anti-satellite warfare: Russia, China, and the U.S. itself have all tested systems
to destroy satellites in orbit. It would not take many hits to rip large holes in GPS
coverage. GPS also depends on ground stations which are potentially vulnerable to
military or terrorist attack.
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4) electromagnetic pulse: Atomic tests in the 1950s and ’60s showed that a
nuclear detonation at high altitudes could fry electronic equipment hundreds of miles
away. Today, even impoverished North Korea has both atomic weapons and a rocket
program that is building the capacity to launch them into space.

Even if no enemy is actively attacking U.S. networks, communications will be
harder at the start of the next war. It took a decade to build up the infrastructure of well-
wired bases that we use in Afghanistan and Iraq. When U.S. forces deploy to a new
region, they will have to bring all their communications equipment with them and set up
the networks from scratch. That means less capacity and more glitches for at least the
first few weeks or months of an operation. Headquarters staffs in particular will have to
make do without all the bandwidth-hungry teleconferencing, live video from drones, and
animated PowerPoint slides to which they have become accustomed.

On the technical side, the military must make sure its networks can “fail
gracefully” under attack instead of simply freezing up. There has to be a system that can
automatically shut down the nice-to-have features, like teleconferencing, to preserve
bandwidth for essential basics, like the ability to transmit a plain-text message. More
important, on the human side, U.S. troops must train to operate at all levels of electronic
connectivity, from abundant to non-existent. The younger generation can teach its elders
how to make innovative use of every digital asset available, when those assets actually
are available. The older generation can teach the young digerati how to get back to basics
when the lights go out.

Lesson #3: Commanders need the authority to hire and fire

I pled my case to my commander. I said, “You took me out of command – and I
had a successful command, it was great – but don’t keep me here as a whatever, you
know, an extra special projects officer in the battalion. I’ve got orders to [transfer] to
10th Special Forces Group and they are deployed, currently, right down the street. Let
me make an in-theater move.” He looked at me like I was crazy, because no one had ever
done that.

– Maj. Pick

Military organizations are notoriously bureaucratic. Nowhere is that bureaucracy
more onerous and counterproductive than in the military’s personnel management
system. Most military commanders have far less freedom to choose who works for them
and in what capacity than an ordinary business executive. That’s because promotions,
transfers, and professional education are all highly centralized, regulated, and in many
cases constrained by law. It’s true that the Army, in particular, has made great progress
since 2003 in how it handles its people – but then the Army personnel system was the
worst of all to start with.

As early as World War II, the Army moved soldiers in and out of units without
time for team-building. This “individual replacement” system metastasized in Vietnam,
where enlisted men who came to the end of their twelve-month tours were sometimes
pulled out by helicopter in the middle of a firefight, leaving their squadmates behind.
Even worse, officers typically swapped jobs after six months. The idea was give as many
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of them as possible experience commanding a unit in combat. The practice forced units to
break in new, unfamiliar, and inexperienced commanders twice a year, and the price was
paid in lives.

By 1990, the Army was wising up to the idea that people fought better as a team if
they had time to train as a team first. As units deployed to the Gulf for Operation Desert
Shield, the Army exempted them from the personnel rules to let them “stabilize,” which
largely ended the constant churn of individuals coming and going. This stabilization of
units, which had been a special provision in 1990, became standard practice after 2003.
Henceforth, all transfers in and out of a given brigade were supposed to happen in a
relatively short “reset” period; after that, personnel moves were to be kept to a minimum
while the unit prepared for its next deployment.

The new practice let teams train together, fight together, and come home together
– most of the time. But deep dysfunctions remain. Shaw Pick’s experiences as a captain
in 2004 illustrates several of them.

To start with, some units are still forced to change commanders in the war zone,
not because their current leader is incompetent, but because the personnel bureaucracy
says his time is up. Most officers would rather lead troops than work on a headquarters
staff, but by definition a unit of whatever size can only have one commander, whereas
staffs can be huge, so there are more staff jobs than command jobs. So the personnel
system tries to keep things fair by limiting how long an officer can stay in command.
Sometimes these limits are enforced even when a unit is deployed. While deployed in
2004, Pick saw other company commanders being replaced and knew that after 20
months with his own company – 14 training in the U.S. and six in Iraq – his days in
command were numbered too. Worse, the battalion to which his company belonged had
no particular job lined up for him to do next, which meant he would probably end up as a
supernumerary staff officer tasked with whatever more important people couldn’t get
done.

What Pick wanted to do was go to Special Forces. And, in fact, the bureaucracy
had already given him orders to join the 10th Special Forces Group after he left his
current unit. But the bureaucracy also said he had to stay with his current unit until they
came home from Iraq and then move to 10th Group – even though 10th Group was not
only in Iraq itself at the time but actually headquartered on the same base. Pick didn’t
want to wait six months, especially since if he did the bureaucracy might change its
collective mind and tell him not to go to Special Forces after all.

So Pick requested that he be transferred from his current battalion to 10 th Group
immediately. To win approval, though, he had to fight his way through multiple layers of
bureaucracy. Not all those layers were even in the war zone. The first hurdle was Pick’s
current commander letting him go ahead of schedule, but the final decision had to come
from a one-star general back in the U.S. at the headquarters of the Army’s personnel
command.

There is no decision more critical for a military commander – or for any leader in
any institution – than finding the right person for the right job. So why does a centralized
bureaucracy, thousands of miles removed from the action, have final authority to approve
or reject a decision made in the field? Once the commanders of both units involved had
agreed to Pick’s transfer – or once they had been ordered to accept it by an officer
superior to both – then the bureaucracy’s only role should have been to update its records.
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Yet personnel managers at what is now called Army Human Resources Command still
have the final say not only over when personnel move to a new unit but what unit they
move to. Formal “promotion boards” decide who will move up in rank, based on written
reports rather than any personal knowledge of the servicemembers they are assessing.

Such centralized personnel management has been abandoned by the business
world as unsuited to today’s fast-moving markets. The demands on the armed forces are
hardly less intense. Yet as the military reduces its deployments abroad, the natural
tendency will be to relapse into peacetime business as usual, which means a return to
more red tape. For the older generation, who lived through the dark days of the 1990s,
such a re-ossification may be tolerable, if unpleasant – something they can endure while
they serve their last few years before becoming eligible for generous retirement benefits
after 20 years in uniform. For younger troops raised on the urgency of Afghanistan and
Iraq, however, the prospect of retiring in a decade may not outweigh their frustration with
arbitrary restrictions on where and how they serve. If the military wants to keep as many
of its combat veterans as possible, it needs to change the way it manages their careers.

***
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